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Assumptions for this talk:

 We, as citizens, demand our 
ECHR art 8, UNDHR art 12 right 
to privacy

 European governments may 
have failed us on the past but 
can be made to support this 
demand (are not wholly-owned 
US subsidiaries)

 Changing policies is possible in 
temporal spans relevant to us



























We fight back?



NSA budget: $78 billion
(about $0,10 per westener per day)

Increase the cost of monitoring you from 
$0,10 per day to $100.000+ per day



Proposed policies 2001 report

 Use local (EU) IT services
 Use Free Software for all critical 

government & infrastructure 
systems and applications

 Develop more advanced Free 
Software for Europe

 Teach all citizens computer & 
network understanding

 Teach all citizens basic infosec 
techniques & practices



Government policy today

 Euro nations have known  about 
Echelon since 2000

 Euro nations have known about 
effective counter-measures 
since at least July 2001

 Despite formal repeated  
requests from parliaments none 
of these measures have been 
implemented

 Government is, at best, 
completely incompetent, at 
worst your enemy
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Non-tech aspect of IT-policy

• Accessibility to all
• Transparency of processes
• State Independence from 

corporations
• Preservation of digital data
• National sovereignty
• No state support for vendors
• Security through diversity
• Local knowledge creation
• Support for local economy
• Open market
• Lower cost



Law becomes reality through IT

● In modern nations laws & policies are 
implemented through software and 
supporting computer systems

● Control over these systems is 
therefore control over the functioning 
of the state and its laws



Making Free Software mandatory?

● Government should have total control over 
criticalcritical information processing functions, 
on behalf of its citizens

● Having access to the sourcecode and the 
right to compile it into working binaries are 
a crucial part of this control

● Opensourcing critical government 
applications and supporting systems is 
therefore a required step for continued 
national autonomy and democracy







are created equal, that they are 
endowed by Hackers with certain 
unalienable Rights, that among 
these are Life, Liberty and the 
pursuit of Culture.

W e hold these truths to be 
self-evident, that all Users



among Users, deriving its powers 
from their consent.

T hat to secure these rights, 
Software is distributed



of these ends, it is the right of the 
Users to alter or to abolish it, and to 
institute new Software, laying its 
foundation on such Principles and 
organizing its Powers in such form, as 
to them shall seem most likely to 
effect their Safety and Happiness.

T hat whenever any Form of 
Software becomes destructive
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